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Background and motivation

Roles
• Drive changes

• Be ahead of current innovations

• Customer focus

• Business development

Responsibilites

I am undertaking an exploratory research project for my expert career Ph.D. thesis. 



Customer centric approach

Product
development

Marketing

Sales

Implementation

Customer service & 
support

Traditional

Apply new assets, technology, and ideas to
create new products

Send messages to the marketplace about a 
company and its products

Explain the features and benefits of 
products to customers

Define back-office processes and policies to
maximize cost-effeciency

Solve the specific problem the customer
presents

Customer-centric

Adress customer needs in innovative ways
by appliying new technology and ideas

Deliver tailored messages to potential
customers based on their business

Explore and uncover customer needs; 
leverage products to deliver solutions

Design all processes and policies to reduce
friction and maximize value for customers

Fully meet customers needs and 
expectations, and seek to deliver additional

unexpeceted value



Customer centric approach



Data sources used for Literature review

Scopus

Web of 
Science

ResearchGate

Mendeley 
database

Google 
Scholar

Pubmed 
database

I opted for the use of the PubMed database because previous demonstrations of 
text-mining approaches have highlighted the numerous applications of digital 
signatures in the medical field.



Anathomy of acemic jorunal article

APA style that is reporting on experimental 
research will typically contain a 
• Title page, 
• Abstract, 
• Introduction, 
• Methods, 
• Results, 
• Discussion
• References sections. 
Many will also contain
• Figures and 
• Tables and 
some will have an Appendix or Appendices.



PRISMA of Literature Review

Identitification

Screening

Eligibility

Included

1496 records indentifed through database
searching

143 records indentifed through database
searching

1503 records after duplicates removed

1503 records screened

143 full texts assessed for eligibility

88 studies included:

1360 records excluded:
Not obtained full text or not in English, or

not accessable, or not relevant enough

55 full texts excluded:
Content not relevant



Documents by subject area
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Document by subject area

Other 1,7%

Health Professional 0,6%

Medicine 1%

Business, Management 1,2%

Physics and Astronomy 1,3%

Decision Sciences 2,5%

Social Sciences 2,5%

Material Sciences 4,9%

Engineering 17,7

Mathematics 21,8%

Computer Sciences 44,8



Data network visualization



Distribution of produced papers
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Compare the document counts for up to 15 countries/territories



Bibliographic data visualization



Prevailing comprehension of digital signature

security signature

based

• “Security-based signature” or 

• “Signature-based security”



PRISMA of Literature Review

Identitification

Screening

Eligibility

Included

1496 records indentifed through database
searching

143 records indentifed through database
searching

1503 records after duplicates removed

1503 records screened

143 full texts assessed for eligibility

88 studies included:

1360 records excluded:
Not obtained full text or not in English, or

not accessable, or not relevant enough

55 full texts excluded:
Content not relevant



Webster and Watson SLR
20 Concept codes- manual coding

User acceptance
aspect

Regulatory
aspect

Technology
aspect

TA2- Cryptography and digital signatures: key concepts and principles.
TA3- Timestamping: how digital signatures can be timestamped to provide additional security and authenticity.

TA4- Hashing: how digital signatures use hashing to create a unique fingerprint of the document.

TA5- Types of digital signature algorithms and their strengths/weaknesses.
TA6- Digital signature verification and authentication mechanisms.

TA7- Emerging trends and advancements in digital signature technology.
RA1- Electronic signature vs. digital signature: legal distinctions and implications.

RA2- Trust: how trust is established in digital signatures, including trust models and trusted third parties.

RA3- Requirements for legal validity of digital signature (e.g. authentication, integrity, non-repudiation).
RA4- Key legal considerations for implementing digital signature solutions.

UA1- Human factors in digital signature implementation and design.

UA2- User acceptance of digital signature solutions: barriers and facilitators.
UA3- User experience: how users perceive and interact with digital signatures, including ease of use and satisfaction.

UA4- Best practices and guidelines for designing user-friendly digital signature systems
UA5- User training: how training and education can improve usability and user acceptance of digital signatures.

UA6- Case studies on user acceptance and adoption of digital signature in different contexts (e.g. healthcare, finance, government).

UA7- Human factors: how human factors such as age, gender, and education affect the use of digital signatures.
UA8- Adoption: factors that influence the adoption of digital signatures, including perceived usefulness and ease of use.

UA9- Trust and confidence: how trust and confidence in digital signatures affect user acceptance.



Considered dimensions among existing maturity models 

Products Customers Services Technology Operations Strategy Organization
People/Cult

ure Integration Innovation Risk

I40MM X X X X X X X

HR-ISE X X X

FDMM 4.0 X X X X

SIMMI 4.0 X X X

IMPULS X X X X X X

TI40 X X X X X

PwC SA X X X X X X X X X

IMP³rove X X X X X

Acatech X X X X

3SMM X

SM3E X X X X

Industry 4.0 X X X X

Industry 4.0 Maturity Model X X X X X X



Discussed usecases

• Health industry

• iOT

• Voting

• Education

• Procurement

• Tax purposes



Resistance of digital signatures

Resistance 
to Digital 

Signatures

Ignorance
and fear of 

the 
unknown

Complexity

Legal 
concerns

Security 
concerns

Cost

Culture, 
Custom and 

Usage



Thank you for your attention!

jambor.peter@netlock.hu
Jámbor Péter


